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View Profile

CORE STACK

Flutter

Android Development
Firebase

Push Notifications
Play Store Deployment

PHP / Laravel
HTML5 / CSS3/ JS
Bootstrap
Responsive Design

REST APIs

JWT Auth
Authorization
Payment Gateways
Business Logic

MySQL
Database Design
Query Optimization

DEVOPS & SERVER

Linux Server Mgmt
VPS Configuration
Apache / Nginx
SSH / SSL/TLS
UFW Firewall
Fail2Ban

DNS / Domains
Cl/CD Basics

Backup & Recovery

TOOLS

Git / GitHub

MUHAMMAD ILYAS

Full Stack Mobile & Web Developer | Flutter | Laravel | Backend Engineer | DevOps &
Server Administrator

PROFESSIONAL SUMMARY

Full Stack Mobile & Web Developer with 5+ years of experience designing and delivering
complete software solutions — from Flutter mobile applications and responsive web platforms
to Laravel-powered backends, REST APIs, relational databases, and production server
infrastructure. Specializes in building production-ready, scalable, secure, and high-performance
applications end to end, owning everything from architecture and Ul implementation to
deployment, server hardening, and long-term maintenance. Known for strong problem-solving
and debugging ability under real production constraints, and for using Al-assisted (Vibe Coding)
workflows to accelerate delivery without compromising clean, maintainable, well-structured
code.

PROFESSIONAL EXPERIENCE

Full Stack Mobile & Web Developer | 5+ Years Experience

e Developed complete, production-ready mobile applications end-to-end using Flutter, from
Ul implementation to release.

e Built scalable backend systems and business logic using Laravel to power mobile and web
platforms.

e Designed and implemented secure REST APIs with JWT-based authentication and role-based
authorization.

e Created feature-rich admin panels for content, user, and business management.

e Developed responsive, cross-browser websites using HTML5, CSS3, JavaScript, and
Bootstrap.

e Designed, managed, and optimized MySQL databases, including query performance tuning
and data integrity.

e Integrated third-party APIs and payment gateways into production applications.

e Deployed and configured applications on Linux (VPS) servers using Apache/Nginx, SSH, and
SSL/TLS.

e Implemented server security best practices, including UFW firewall rules, Fail2Ban, and
access hardening.

e Managed source control and team workflows through Git and GitHub deployment pipelines.

e Maintained live production applications, monitoring performance and resolving issues
proactively.

e Diagnosed and resolved complex, cross-stack technical issues spanning mobile, backend,
and server layers.

FEATURED PROJECTS

PayQuick — Mobile Payments & Business Platform

Admin Panel I REST APIs || Play Store

End-to-end digital payments platform built with a Flutter mobile application, a Laravel-powered
backend, a dedicated admin panel, and a companion website. Engineered secure REST APIs and
JWT-based authentication to protect financial transactions, alongside robust database
management for accounts and transaction history. Owned the full production deployment
pipeline and published the application on the Google Play Store, where it is live and actively
used.

FCN — Cross-Platform Application & Dashboard
Admin Dashboard

Full-stack application combining a Flutter front end with a Laravel backend and a


https://www.upwork.com/freelancers/~01c4a0cfad02f89bc5?viewMode=1

Android Studio
VS Code

Visual Studio
Postman
phpMyAdmin
Firebase Console

LANGUAGES

English — Professional Working Proficiency
Urdu — Native

comprehensive admin dashboard for operational oversight, alongside a supporting website. Led
API development to connect mobile and web clients to backend services, handled server
deployment and configuration, and carried out performance optimization to ensure a fast,
stable experience at scale. Published and available on the Google Play Store.

GAME DEVELOPMENT

Additional experience in Unity game development, covering gameplay programming, in-game
Ul implementation, bug fixing, performance optimization, and publishing support — bringing
the same problem-solving discipline used in production software to interactive and game
projects.

CORE COMPETENCIES

Full Stack Development Flutter Laravel
Backend Engineering API Development Server Administration
DevOps Cloud Deployment GitHub
Database Management Security Performance Optimization
Problem Solving Team Collaboration
ACHIEVEMENTS

* Successfully delivered multiple production-ready mobile and web applications for real
clients.

* Published mobile applications (PayQuick, FCN) on the Google Play Store.

* Built complete software ecosystems spanning mobile apps, websites, admin panels, APIs,
and servers.

* Experience owning full deployment pipelines, from code commit to live production server.

* Recognized for strong troubleshooting and debugging expertise across the full technology
stack.



